\' 7
CERTCOP

EEEEEEEEEEEEEEEE

Certcop - A Division of Secbay

Certified Cybercop
FedRAMP & Cloud
Security

S




Ly

CERTCOP About Certcop

We combine the latest cyber tools with original in-house designs to develop customized
and advanced cyber security programs to meet the client's requirements. CertCop offers
training programs in the areas of pen testing using Kali Linux, Cyber Security
Management, Incident Handling & Disaster Recovery, Application Security, Secure
Coding, and customized SOC training programs according to client requirements.

Delivery Methods:
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About Program

Cloud Security & FedRAMP training program provides the essential techmnical Cloud
knowledge and FedRAMP skills required for both the providers (CSPs)and as well as
stakeholders. The Federal Risk and Authorization Management Program (FedRAMP) is a US
government-wide program that provides a standardized approach to assessing and monitoring
cloud-based systems’ security. Achieving FedRAMP authorization can be a challenging task
without proper training. Certcop FedRAMP training will cover all requirements and cover
some common pitfalls that CSPs may encounter during FedRAMP efforts and offer proven
guidance to avoid them. CSPs can save time and money on the way to achieving government
sector growth by learning about all the requirements, 7 Pillars of Self-Assessment, a more
profound understanding of FedRAMP, and the level of effort that is required to complete a
FedRAMP assessment.
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CERTCOP Exam Details

Course Name : Certified CyberCop — FRCS
Required exam — FRCS-CertCop-003
Number of questions — Maximum of 100

Types of questions — Multiple-choice and performance-based

Length of test — 180 minutes

Passing score — 70% — This test has no scaled score; it’s pass/fail only.
Languages — English

Retirement — Usually three years after launch

Testing Provider — Online proctoring: ExamIT.com
Certification Exam Voucher — $395 USD
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Exam Details

Recommended Experience - A minimum of two or more years of cloud technology
experience or equivalent training in the Cloud technology space. CompTIA Cloud

Essentials and/or Cloud+ is a plus.
Languages - English
Retirement - Usually three years after launch

Testing Provider - Online proctoring: ExamIT.com
Certification Exam Voucher - $495 USD



https://examit.com/
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1. FedRAMP Disclaimer
2. FedRAMP Introduction
3. FedRAMP Requirements

10. Security Assessment Plan

11. Continuous Monitoring Strategy

12. Penetration testing

4. Infrastruct Servi
nrrastrucrure as a dervice 13. System Security Plan (SSP) Control

5. Platform as a Service 14. Kali Linux
15. Git and Github

16. Data Security and Cloud

6. Software as a Service
7. Cloud Cybersecurity
8. Application Security

9. Best Practices



17. Software Development Life Cycle (SDLC)
18. Cloud Forensics

19. Reconnaissance and Information Gathering
20. API Security

21. FedRAMP Recent Developments

22. Artificial Intelligence and Machine Learning in Cloud
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Clients Testimonials

Got certified in Cybercop Red Team tutors are just great. They are
very practical in their approach and help you learn things faster.
Bark - Security Analyst

The instructor was great and had amazing energy throughout. He
also added a lot of additional material and customized the class. I

really got what I needed out of this course.
AutoDesk

I enjoyed the Red Team course and want to stick with you guys for
more training in the near future for Reconisense, Cloud Security, and
Report Writing.

Marcus - Managing Director
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50+ Certcamp Location Across the Globe
Certcop - A Division of Secbay

info@certcop.com

Certcop
N710 Plaza America Drive Suite,
2000, Reston, VA
USA 20190

© 2023 Certcop - All rights reserved.



